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Molecular nanotechn ology repr esents the next generation of technology
beyond the current applications of organic chemistry, chemical engineering, and
semiconductor fabrication. Science fiction writers and earnest futurists present a
scenario where molecular-size devices and machines can be fabricated effortle ssly
and on a scale such that all manufac turing and ec onomic needs can be solved for
all mankind.1 Early proponents of molecular nanotechnology likened the future
potential as one so rev olutionary it will exceed the development of fire, writing,
the printing press, modern medicine, and electricity combined.2 Many writers and
scientists have speculated about nanosubmarines to fight illnesses and counter
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infectious microbe s; cubic micron supercomputers that can exceed today’s mo st
advanced compute r capabilitie s; material manip ulation on an atomic leve l to
produce “smart” substances; and even fantastic notions of “utility fog,” a
distributed-intelligence “gas” that can a ssume whate ver shape o r purpose is
desired, from nuclear weapons shields to adaptable body armor.3
Yet, the promise of molecular nanotechnology has a potential dark side,
which some have likened to an imminent apocalypse rivaling global thermonuclear war.4 Authors ha ve conside red bleak scenarios li ke runaway intelligent
nanodevices that will devour all material they en counter, ren dering the E arth into
“grey goo.” 5 Still others consider the danger of a rogue state producing nanoweapons that can either kill off the state’s enemies like a supervirus, 6 or an
Orwellian governm ent forcing its citizens to “love Big Brother” through mindcontrol agents introd uced into the water supp ly.7 More measured scenarios
consider how self-replicating machines will interact with the environme nt if
released. 8 Even if the mo st benign future scenarios are realized, scientists and
politicians will have to deal with profoundly new consequences of a technology
never imagined before.
This paper will consider the background and potential development of
molecular nanotechnology ( M N T). The paper will then examine the regulatory
mechanisms available and their possible applications to managing M NT. Risk
management and cooperative agreement mechanisms will be consid ered, as well
as prohibitory mechanisms and their feasibility. In addition, governmental
incentive programs and tech nology managem ent will be considered as alternatives
for promoting as well as controlling some of the risks of early-stage MNT.

I. BACKGROUND
Not until the beginning of the 20th century did physicists understand the
nature of matter at a discrete level. From the time of the Greeks, philosophers
attempted to describe what matter was. Aristotle characterized matter as made up
of four elements—earth, fire, water, and air. Others proclaimed that the nature of
matter was one of infinite divisibility. Democritus provided the first realistic
model of matter when he proposed that matter was made up of particles at the
smallest levels that were indivisible—atoms, Greek for “uncuttable.” It was 24
more centuries, however, before scientists obtained empirical evidence of matter

3. See DREXLER , supra note 1, at 171–91.
4. See Bill Joy, Why the Future Doesn’t Need Us, WIRED, Apr. 2000, available at http:/ /www.
wired.com/wired/archive/8.04/joy.html.
5. See MICHAEL CRICHTON, PREY (2002).
6. See Frederick A. Fiedler & Glen H. Reynolds, Legal Problems of Nanotechnology: An
Overview, 3 S. CAL. INTERDISC . L.J. 593, 605 (1994).
7. Joy, supra note 4.
8. Paul C. Lin-Easton, Note, It’s Time for Environmenta lists to Think Small— Real Small: A
Call for the Involvement of Environmental Lawyers in Developing Precautionary Policies for
Molecular Nanotechnology, 14 GEO . INT ’L ENVTL . L. REV . 107,112–16 (20 01).
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smaller than that visible in the most powerful optical microscopes. Robert Brown
observed the random oscillations of pollen in water solution s with his microscope
and pondered the meaning o f this motion. Alb ert Einstein finally an swered this
question by explaining the nature of “Brownian motion” as water molecules
buffeting the much larger pollen. Likewise, advances in the physics of scattering
by such scientists as Rutherford and Goldstein led to quantitative formulations of
the size and interaction volume of atoms and their nuclei. The development of
quantum mechanics by Planck and Schrödinger completed the new model of how
atoms and electrons intera ct to prod uce matter a s we know it.
For most of the early 20 th century, scientists focused on the gross chemical
interactions of molecules when they studied che mistry. At most, phys icists would
study crystallography and how atom s formed microsc opic structures. N ot until
physicist Richard Feynman—a scientist of great popular clout due to his recent
Nobel Prize and eccentric personal style—gave a lecture on what was later
recogniz ed as the birth of molecular nanotechnology, did scientists think of the
purposeful manipulation of molecules and atoms to construct devices and
machines. 9 Feynman delivered a lecture to the annual meeting of the American
Physical Society about futuristic control of matter on an atomic scale. He
speculated about manipulating atoms to construct machines, storing enormous
amounts of information on a microscopic level. Feynman even proposed writing
the entire 24 volumes of the Encyclopedia Brittannica on the head of a pin,
stressing the theoretical plausability of the venture.10 In Feynman’s calculations,
even one of the half-tone dots used in the printing of the encyclopedia would be
1,000 atoms in area when dem agnified 25 ,000 times to fit on the head of pin.11
Feynman remarked that perhaps in the year 2000, “they will wonder why it was
not until the year 19 60 that anyb ody bega n seriously to move in this d irection.” 12
Feynman even proposed a set of prizes for accomplishing certain engineering
feats that would satisfy his call for “racing to the bottom .” 13

9. K. ERIC DREXLER , NANOSYSTEMS: MOLECULAR MACHINERY, MANUFACTURING, AND
COMPUTATION 511–12 (1992). The full text of the speech may be found in Feynman, Richard P.,
There’s Plenty of Room at the Bottom, 23 Eng. and Sci., 22-36. (1960), available at
http://www.zyvex.com/nanotech/feynman.html (Last visited May 13, 2004).
10. Feynman, Richard P., There’s Plenty of Room at the Bottom, available at
http://www.zyvex.com/nanotech/feynman.html (Last visited May 13, 2004).
11. Id.
12. Id.
13. Id. Feynman stated:
[i]t is my intention to offer a prize of $1,000 to the first guy who can take the information on the page
of a book and put it on an area 1/25,000 smaller in linear scale in such manner that it can be read by an
electron microsc ope.
And I wan t to offer anoth er priz e— if I can figure out how to phrase it so that I don’t get into a
mess of arguments ab out definitions—o f another $1,00 0 to the first guy who makes an opera ting elec tric
m o to r— a rotating electric motor which can be contro lled from the ou tside a nd, no t coun ting the le ad-in
wires, is only 1/64 inch cube.

Id. Feynman even proposed high school competitions where schools would carry on cute cha llenges
to each other in shrinking down writing and responding in prank-like fashion.
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Remark ably, it was another 20 years before another took up the cause of
taking advantage of the “plenty of room at the bottom.” K. Eric Drexler published
a popular book called Engines of Creation in 1990, w hich outlined the possibilities that the molecular control of matter would provide in the future.14 Drexler
received a Ph.D. in Molecular Nanotechnology from MIT, the first of its kind, for
his work on sp ace techno logies. His d issertation dealt with using molecular
manufacturing techniques to produce space vehicles. In 1992, Drexler published
Nanosystems, considered to be the first textbook on MNT.15 In this text, Drexler
addressed the many technological challenges confronting the developers of MNT,
offering pote ntial solutions to g et past the theo retical difficulties.

A. “Nanotechnology” and Paths to MNT
Until a few years ago, engineers and technologists did not mean “molecular”
when they spoke of nanotechnology. “Nanotechnology” was reserved for
discussing semiconductor technology, as engineers shrank the dimensions of
transistors on integrated circuits down to sizes a thousand times narrower than a
human hair—in th e nanome ter scale range . At Corne ll University, for ex ample ,
the Knight N ational N anofabrication Laboratory was not interested in medical
submarines or “grey goo ,” but rather in developing chemical and physical
processes to create ever smaller transistors. In addition, scientists have made great
strides in creating the “micromachines” that Feynman challenged others to work
on. These are know n as MEM S—micro electronic machine systems. 16 M EM S
were the conven tional semic onductor industry’s first attempts at producing
microscopic machines— some that could be use d as blood pu mps, accelerome ters,
and micron-scale watches. 17 Though this seemed to be a path to molecular
nanotechn ology, it was still a world away from achieving the scales imagined by
Drexler.
To manipulate matter at atomic scale precision, atomic scale techniques are
needed. Physicists developed some early promising tools with the scanning
tunneling microscope and the atomic force microscope (AFM).18 The AFM allows
atomic-level precision positioning of a cantilever tip that is controlled by feedback
electronics and modulated by covalent forces between the tip and the atoms in the
surface. Finally, there was a tool that could move and place atoms. Though the
possible application s for AFM -positioned structures are lim ited at this time
because of the physical difficulties of crafting tips, chemists have proposed
alternative pathways to M N T using the AFM .19 By using protein engineering and
biotechno logy, scientists may be able to devise AFM tip structures that can bind

14. See DREXLER , supra note 1.
15. See DREXLER , supra note 9.
16. See generally Gabriel, Kaigham J., Engineering Microscopic Machines, SCI. AM ., Sept.
1995, at 150-52.
17. Id. at 151-52.
18. Wejnert, supra note 2.
19. DREXLER , supra note 9, at 458–67.

4

44 JURIMETRICS

Regulatory Mechanisms for Molecular Nanotechnology
desired compo nents and allo w stable plac ement and construction of molecular
scale structures. 20 In fact, it is this cross-pollination of ideas between biosciences
and physics that is considere d to be the m ost likely pathway to MNT.21 Considered by many to be the epitome of nanotechnology, living cells accomplish many
of the tasks that futu rists propose for mature nanotechnology—self-replication,
self-assembly, self-powered systems that functio n at the molec ular level. 22
Scientists hope to model flagella on bacteria for motion, ribosomes in the cell for
energy production, and DNA-RNA cycles for information and replication.23 For
this reason, many consider MNT to be a future offshoot of biotechnology o r
protein engineering more than mechanical engineering o r applied physics. 24
In addition to the technological pathways, Drexler tackled some of the
societal and political questions that nanotechnology would necessarily engender.
As a result of Dre xler’s push to get nanotechnology on everybody’s mind, others
joined Drexler to create the Foresight Institute as a think tank devoted to
promoting MNT, confronting the technological, societal, political, and ethical
challenges of the growing technolog y.25 Prominent on the F oresight Institute’s
website is a list of “guidelines” for respon sible develo pment of M NT, inc orporating some safeguards to prevent serious incidents that nanosystems might cause.26
Drexler and the proponents of MNT were not without serious skeptics and
challengers from the beginning. From the technological perspe ctive, physicists
pointed out that the thermal motion of molecules and atoms at that scale—
Brownian motion— would be a serious if not fatal obstacle to coordinating atoms
in machine-like structures and makin g them last. 27 Indeed, the much-hyped writing
of “IBM” on a metal substrate with an atomic force microscope in 1987 was a
flash in the pan—most who viewed this image did not know that the logo
evaporated almost immediately after it was created.28 Also, other skeptics point

20. Id.
21. George M. Whitesides, The Once and Future Nanomachine, SCI. AM ., Sept. 2001, at 78–83.
22. ALLEN J. BARD, INTEGRATED CHEMICAL SYSTEMS: A CHEMICAL APPROACH TO
NANOTECHNOLOGY 30–35 (1994).
23. Id.
24. Fiedler & Reynolds, supra note 6, at 610.
25. Foresight Institute, at www.foresight.org (last visited Apr. 25, 2004); see also infra
discussion of risk managem ent considera tions for MNT.
26. Id.
27.Whitesides, supra note 21, at 80.
2 8 . Wejnert,
supra note 2. The logo
below is composed of
35 xenon atoms on a platinum
s u b st r a t e. T h e
instability of the
system was due to the
nature of the materials.
More stable struct ures
could b e b ui l t , as
evidenced by the very
e x i s t e n c e o f s t ab le
biological molecules
built every day within
our cells.
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out our primitive understanding of how genetics dictate why life even exists poses
enormo us obstacles to creating a se lf-replicating system at a molecu lar level. 29
Critics and skeptics ponder about the co ntrol of M NT b ecause it represents
a challenge unlike that presented by most other technologies. At a minimum,
MNT will allow humans to a lter matter at a molecular level in a new way, creating
new econom ics. In the past, scientists hav e modified matter chem ically or with
nuclear reactions, but only in a crude fashion. MN T will allow the precise
modification and placement of atoms and atomic structures to create machines and
devices. Perhaps the elimination of poverty and hunger will finally be within the
grasp of humanity for the first time in history. On the other hand, critics have
suggested that M NT co uld be wielded in such a way that an even greater
technological and economic divide than that imagined by biotechnology critics
would resu lt.30
From a societal and legal p erspective, sk eptics poin t out the catastro phic
potential that MNT has for altering the environment and human so ciety. 31 The
scale and autonomy of the proposed applications of MNT are such that critics fear
the release of nanodevices into the wild where they would propagate uncontrollably like a virus.32 If nanodevices were given the ability of self-replication using
ambient fuel, critics fear that the devices would reproduce a nd consum e all
available resources, turning what they encounter into “grey goo,” a substance that
has been metabolized by the nanodevice swarm and rendered useless, or
“infested” to the point of contagion by the nanodev ices. 33 Also, a rogu e state
might gain the tec hnology an d hold the world hostage to the state’s demands on
the threat of release of a genetically targeted “virus.” Such fears were present in
early debates about biotechnology and, though not realized or even realizable,
have colored the debate on the introduction of biotechnology products and
research around the world.34 These control fears will need to be dealt with for
successful implementation and management of MNT in the future.
A societal concern that is often not addressed in the technological management discussions is how the technology will affect society at its ultimate
level—the purpose and direction of society. 35 Bill Joy, CEO o f Sun Microsystems,
wrote a controversial article for Wired in 2000 about the role of robotics and
MNT in future huma n society. 36 In it, he speculated that intelligent robotic

29. Whitesides, supra note 21, at 83.
30. See Ronald Bailey, Rage Against the Machines, REASON, July 2001, at 26, available at
http://www.reason.com/0107/fe.rb.rage.shtml (last visited Apr. 30, 2004).
31. Lin-Easton, supra note 8, at 119.
32. Arnall, Alexander Huw, Future Technologies, Today’s Choices, available at
http://www.greenpeace.org.uk/MultimediaFiles/Live/FullReport/5886.pdf (Last visited May 13,
2004).
33. Id. at 114.
34. See Gabrielle J. Persley et al., Application of Biotechnology to Crops: Benefits and Risks
(CAST Issue Paper #13, Dec. 1999).
35. See Joy, supra note 4.
36. Id.
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systems, coupled with omnipo tent nanotec hnology, wo uld make h umanity
“obsolete” in the sense that we would have little purpose.37 Without the day-today requirements of working for a living or striving to satisfy our needs, Joy fears
we will realize a warped utopia, where our every need is satisfied except for the
one of purpose. 38 Others have voiced these fears, Drexler included,39 but the
futurists believe that when liberated from working for a living, mankind will be
free to pursue arts and leisure that will actualize our potential rather than pervert
it. Clearly, this scenario has never been tested, and o ne can only sp eculate as to
the outcom e.
With any discussion of MNT app lications and the proper a pproac h to
controlling or encouraging their development, there must be a segregation of
applications into those that present a credib le hazard a nd those tha t are by their
nature controlled and thus not appropriate for extensive control and regulation.
The former cate gory includes the devices and applications that futurists most often
promo te as the promise of MNT, while at the same time are demonized by
detractors. Such applications include self-replicating, free-roaming nanodevices
that can replicate in the wild, enviro nmental nan orobo ts that can ope rate
autonom ously with distributed intelligence, and medical nanomachines that can
operate at a cellular level on the human body, repairing and augmenting it. The
latter, less-dangerous, applications include solar electricity-generating materials
built into roads and buildings, “smart walls” that can change their appearance, and
controlled laboratory or factory replicators that rely on a finite fuel supply and
have limited autono my. The fo cus of this paper will be on the regulation of MNT
applications that present a threat of “release” into the wild where they can do
significant harm .
Even though M NT is probably decades away from even th e most realiza ble
applications that Drexler and the Fo resight Institute have pro posed, p ropone nts
and critics alike agree that rational planning is called for to mitigate the fears and
prepare for the radica l changes that M NT wil l bring.40 Reactions to managing
MNT range from outright pro hibition (“relinq uishment” as Bill Joy calls for41) to
cooperative promo tion of the techn ology while implementing safeguards, as the
Foresight Institute advo cates. One of the majo r problem s that future nation s will
have to face is adapting current solutions and m echanisms to deal w ith novel
problems that MNT will pose. As will be shown in this paper, perhaps some
radical solutions will need to be tried.

II. REGULATORY AND
RISK MANAGEMENT SOLUTIONS

37. Id.
38. Id.
39. DREXLER , supra note 1, at 181–90.
40. Lin-Easton, supra note 8, at 129–30.
41. Joy, supra note 4.
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At the end of the 20th Cen tury and the b eginning of the 21st, all parties to
decision making are aware of the dangers of unmitiga ted techno logy develo pment.
From nuclear phys ics to CFCs to VX gas, well-intentioned discoverie s turn into
unimaginab le nightmares even if well regulated. Critics of biotechnology early on
pointe d out the potential risks of GM organisms escaping into the wild uncontrolled, of gene transfer to wild plants creating “superweeds,” and garage-built
“superviruse s.” 42 Though none of these fears have come to pa ss yet, opponents of
the technology stress that active measures must be taken to prevent their
realization in the future.43
Most of the literature analyzing M NT regulation focuses on creating
technological safeguards that will prevent runaway releases of the technology into
the environment 44 or applying the precautionary principle in conjunctio n with
restricted development of MNT.45 Others examine the regulation of nanodevices
from the perspe ctive of how th ey fit into existing regulatory standards. 46 What is
not well-considered is how to adapt other existing regula tory and prohibitory
conventions to control MN T risks. What is less consid ered is how to actively
promo te the development of MNT while still retaining control of the applications.
The former invo lves conside ring how conventions like the Nuclear NonProliferation Treaty, the Chemical Weapons Convention, and Biological Weapons
Convention can be used as models for a nanotechnology regulatory convention
and how FDA and export-control regimes can be applied to MNT. The latter
involves examining government incentive programs like patent systems and
incentive programs for application to MNT. Lastly, other regimes are considered,
such as outright nationalization of MNT or imposition of technology controls as
a condition for conducting research.

A. Prohibitory Control Mechanisms for Molecular
Nanotechnology
The most extreme for m of contro l for a technolo gy is outright prohibition of
any research and development of the technology, much less implementation.
Though some have called for such a ban on MNT,47 most acknowledge that any
attempts to prevent MNT completely will meet with failure.48 A prom inent
example mentioned by Glen Reynolds is the British Explosives Act of 1875,
which forbade p rivate research in rocketry experimentation.49 This led to a dearth
in rocketry research in England, while the United States under Goddard and

42. See Bailey, supra note 30, at 26-27.
43. Id.
44. See Joy, supra note 4.
45. See Lin-Easton, supra note 8.
46. Fiedler & Reynolds, supra note 6, at 611–12.
47. Joy, supra note 4.
48. Fiedler & Reynolds, supra note 6, at 603–04.
49. Id.
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Germany under von Braun surged ahead in the technology with near disastrous
consequences for England during World War II. Other examples from history
involving prohibiting technology include bans on knives in China and the ban on
guns in feudal Japan, leading to the samurai class w ith its violent application of
sword we aponry. C onseque ntly, it does not seem likely that any technology can
be completely banned worldwide or without unforeseen, unintended consequences. 50

1. International Regulation Mechanisms
If prohibiti ve control of MNT once developed or “released” is desired,
something on the order of a modern weapons control convention is needed. To
provide international compliance in preventing unauthorized “release” or use of
nanotechn ology, an effective convention would need international buy-in at the
United Nations level, involving the main powers in control of MNT. An
enforcement and verificatio n mechan ism is also require d to bring noncomplying
nations in line—otherwise the convention is useless, especially in the face of a
pernicious release of nanotechnology. One mechanism that could be applic able
is the Nuclear Non-Proliferation Treaty (NPT). 51 This treaty, a product of arms
control negotiations between the United States and the USSR, was ratified by the
United Nations in 1968 and signed by the United States in 1970.52 The chief goal
of the NPT is for nation s which possess nuclear weap ons to prevent the
distribution of such weapons to nonpossessing nations, including preventing
assistance to these nations in nuclear weapons research.53 As an incentiv e to
discourage independent nuclear research in nonpossessory nations, member
nations are required to assist other nations in the development of peaceful nuclear
technology under international supervision.
To enforce the NPT and promo te the exchange of peaceful nuclear research,
the United Nations created the Internation al Atomic E nergy Agen cy. 54 Its primary
functions are to (a) receive, take custod y of, and pro vide nuclea r material,
services, equipment, and facilities; (b) to encourage, assist, and carry out research
to foster the exchange of scientists and sc ientific and technic al information ; (c) to
establish and adm inister safeguard s to prevent diversion to military uses; and (d)
to establish, adopt, and app ly health and safety measures. 55

50. Id.
51. Treaty on the Non-Proliferation of Nuclear Weapons, July 1, 1968, 21 U.S.T. 483, 729
U.N.T.S. 161.
52. Edwin J. Nazario, Note & Comment: The Potential Role of Arbitration in the Nuclear NonProliferation Treaty Regime, 10 AM . REV . INT ’L ARB . 139, 139–40 (199 9).
53. Id.
54. Statute of the International Atomic Energy Agency, opened for signature, Oct. 26, 1956,
art. II, 8 U.S.T. 1093, 276 U.N.T.S. 3.
55. Nazario, supra note 53, at 140.
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The Agency g overnance consists of a General Conference, a Board of
Governors, and a Director G eneral. 56 The General Conference meets once a year
and is composed of all the signatorie s to the treaty. 57 The B oard of G overnors is
made up of 34 representatives selected from the General Conference.58 The
selection of these mem bers was m odified in 19 68 on the request o f nonnuclear
weapons states which felt the Board was not representative enough.59 The Director
General is the chief administrative officer, appointed by the Board of Governors
for a term of four years. 60
For enforcemen t of treaty breaches, a signatory state to the NPT and IAEA
could attempt to bring a breach of treaty claim before the International Court of
Justice.61 If the breach involved only the IAEA Statute, then the ICJ could hear
the case because all the treaty signatories have accepted its jurisdiction in Article
17(A) of the treaty. 62 Howev er, if the dispute also involved the NPT , both the state
bringing the breach of treaty c laim and the sta te allegedly br eaching the tre aty
must have submitted to the “compulsory jurisdiction” of the ICJ because the NPT
has no internal provision establishing ICJ jurisdiction.63 Such acceptance has been
rare, and if this voluntary acceptance is lacking, the ICJ may have no gro unds to
hear dispu tes concern ing the NP T at all. 64
As applied to MNT, the NPT provides some guidance on what minimum
factors would be necessary to have international enforcement of a nanotechnology
control regime. First, there would need to be agreement among the major
nanotechnology-possessing nations to participate in a control convention policing
the nonpossessing nations. Coupled with that is the need for a technology
exchange mechanism like that incorp orated into the IAEA to assist in peaceful,
and perhaps highly controlled, exchange of MNT between nations, including
implementing health and safety measures and proliferation safeguards. Like, the
NPT and IAEA, an MNT control regime would need some governing board,
reflecting representation from the entire world body. It would mo st likely need to
be implemen ted through the United N ations to gain su pranatio nal approval and
to prevent jea lousy and susp icion of a few na tions contro lling the prolifera tion to
all others.
An MNT nonproliferation convention would need an enforcement mechanism, but one that has more teeth than the current NPT. If a nation now decides
it does not want to submit to the jurisdiction of the IC J, the IAEA has little
recourse to imposing sanctions, so the work would be left to the U.N . Security
Council, unilateral, or multinational coalitions to enforce the convention. Even

56. Id.
57. Id.
58. Id.
59. Id.
60. Id.
61. Id. at 144.
62. Id.
63. Id.
64. Id.
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now, the NPT has been fairly ineffective in controlling rogue nations that seek
neither international approval nor acceptance in the international fold.65 North
Korea has flouted IAEA disap proval over their weap ons developm ent programs,
and countries like Pakistan, South Africa, and Israel have all developed nuclear
weapons with the assistance of nuclear weapons possessing nations, while Iran has
apparen tly managed to hide an advanced nuclear fuel process ing capab ility while
proclaim ing a peace ful nuclear ene rgy develop ment prog ram.
An MNT enforcement mechanism would need absolute compliance and
immediate recourse. The development of nanotechnology would not take as long
or involve as much infrastructure as a nuclear weapons development program and
could be much m ore easily secr eted away fro m internation al inspectors . This
difficulty of detection would seem to be the greatest flaw of an NPT-like
convention, simply because th e NPT and IAE A were de veloped to control a
technology that is capital intensiv e, involves heavy infrastructure, and can be
detected remotely with radiation sensors. Hiding a nuclear test is difficult, even
when done underground; nanotechnology research can eventually be done in a
university laboratory or garage.
Indeed, it might be imp ossible to impose an NPT-like convention on rogue
states. However, some elements of the treaty, such as multinational inv olvement,
a board of governance, and an enforcement mechanism ,in theory should be
adopted for an MNT nonproliferation convention.
Perhaps more appropriate for controlling MNT is the use of conventions like
the Chemical Weapons Convention and the Biological Weapons Convention.
Molecular nanotechnology shares more attributes of chemical and biological
weapons than of nuclear weapons. 66 The Chemical Weapons Convention (CWC)
is a proposed international treaty that would impose an obligation on signatory
nations to destroy any chemical weapons they possess and agree not to develop
chemical weapons. 67 Article VII of the Convention provides that each cooperating
state shall provide the appropriate legal assistance to implement the obligations
of the treaty and that “each State Party shall designate or establish a National
Authority to serve as the national focal point for effective liaison with the
Organization and other States P arties.” 68 Article IX clarifies how such consultations, cooperation, and fact-finding shall take place. 69 The purpose of the
convention is to provide an international framework for the destruction of existing
chemical weapons, and the prevention of future military development of chemical
technolog y, in a voluntary inspection protocol. Member states would provide

65. Id. at 140.
66. K. Eric Drexler, Machine Phase Nanotechnology, SCI. AM ., Sept. 2001, at 58.
67. Chem ical Weapo ns Co nven tion , art . I, available at http://www.cwc.gov/treaty/articles/art01_html (last visited Apr. 30, 2004).
68. Id. art. VII, para.2, 4, available at http://www.cwc.gov/treaty/articles/art-07_html (last
visited Apr. 30, 2004).
69. Id. art. IX, available at http://www.cwc.gov/treaty/articles/art-09_html (last visited Apr. 30,
2004).
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focal points for condu cting and co ordinating c omplianc e with the pro tocols of the
convention. Disputes and fact-finding requests would be adjudicated with bilateral
agreements. The pre sence of insp ectors is pro bably the m ost useful aspe ct to
incorpo rate into an MNT convention because relying on voluntary compliance
with a nanotechnology control regime would be fruitless because of its low
detectability. This feature is also the most controversial and held up ratification
by the United States until 1997.70 The U.S. Senate had feared the convention
would force open American chemical plants to foreign inspectors, some interested
in stealing trade secrets unrelated to chemical weapo ns. 71 Under the CWC, each
State Party has the rig ht to request an on-site “challenge inspection”72 “for the sole
purpose of clarifying and resolving any questions co ncerning po ssible nonco mpliance with the provisio ns of this Conv ention and to have this inspection conducted
anywhere without delay by an inspection team designated by the Director-General
and in acco rdance with the Verificatio n Annex.” 73
These challenge inspections can be requested when a dispute arises over the
contents or opera tions of a partic ular facility that a mem ber State wa nts to
understand. The pro blem with this provision, as with the NPT, is that the
enforcement of the inspectio ns has no teeth . Withou t threats to use force to inspect
a facility, force that is adequately backed up by a sufficiently powerful state or
international co alition, inspectio ns would likely g o uncond ucted.
This underlies a d anger in not w inning the supp ort of m ajor nations in an
MNT convention. Without enforcement and participation of major producers or
researchers of nanotech nology, any conven tion will inevitably fail and pote ntially
lead to a technology race o r, more likely, to a release of nanodev ices.
Another major convention that may have applications for an MNT con trol
regime is the Biological Weapons Convention(BWC) , enacted in 1 975. Ar ticle
I of the conve ntion states that no membe r nation shall “develop, stockpile, or
otherwise acquire or retain” biological agents that have no “prophylactic,
protective, or peaceful” purpose.74 Article VI provides for implementation of the
convention, allowing any m ember state that finds any othe r state acting in breach
of the conve ntion to lodg e a comp laint with the U.N . Security Co uncil. 75
The BWC provides more enforcement mechanism s than the CW C, with the
Article VI provision of presentation to the Security Council. However, the BWC
still has been criticized, much like the CWC, for its weak safeguards and recourse.
Undersecretary of State for Arms Control and Internationa l Security John Bolton
said the BWC provides a “false sense of security” and that more stringent

70. Thomas W. Lippman, Senate Foes Derail Chemical Weapons Treaty, WASH . POST , Sept.
13, 1996, at A1.
71. Id.
72. Chemical Weapons Convention, art. IX, para. 8.
73. Id.
74. Convention on the Prohibition of the Development, Production and Stockp iling of
Bacteriological (Biological) and Toxin Weapons and o n Thei r Dest ruct ion, Apr. 1 0, 19 72, a rt. I, 26
U.S.T. 583, 1015 U.N.T.S. 163.
75. Id. art. VI.
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propo sals are needed to strengthen the effort against biological weapon s.76 These
proposals include adoption of strict standards for the security of “pathogenic
microorgan isms,” the establishment of mechanisms for international investigations
of suspicious disease outbreaks and alleged bioweapons incidents, and adoption
of strict bio-safety pro cedures, b ased on W orld He alth Organization guidelines. 77
The United Sta tes has refused to ratify the most recent protoco ls because of the
lack of such safeguar ds. Again, as in the NPT and CW C, without a strong
enforcement mechanism and buy-in from major nations, any international control
mechanism for MN T will likewise e ncounter b ickering, stallin g, and hold-outs
from a convention that will have any effect on enforcing MNT prohibitions and
controls.
T he adoption of some o f the above p roposals in an MN T contro l regim e
would do much to strengthen the enforcement and monitoring mechanisms of an
international convention. A mechanism to investigate suspicious nanosystem
incidents would be strongly need ed beca use of the rela tive secrecy that nations
would engage in to develop MNT. N ations would nec essarily have to submit to
more intrusive inspection, bolstered by WHO safety guidelines, in order to resolve
any suspected unauthorized development of MNT agents. It is unlikely that any
MNT regulatory reg ime would succeed without a transnational inspection body
that would hav e the authority to investigate incidents. Few major nations, the
United S tates especia lly, are likely to subm it to such inspec tions.
To successfully implement an MNT control regime tha t actively seeks to
prohibit unauthorized development of the technology, several mechan isms must
be used. First, as stated for the NPT, the agreement must be multinational and
include all the major nations involved in MNT . Consider ing past exp erience with
international conventions, there will be rogue states that either refuse to sign the
convention or secretly (or openly) flout the convention even after signature.
Second, there need s to be a dem ocratic and representative governing board so that
all members are included in the decision-making process. As evidenced by the
1968 amendm ents to the IAEA, member nations will be more willing to coop erate
if they feel that they are not being controlled by a distant governing body
dominate d by First W orld affluent na tions.
Third, there must be a realizable enforcement and verification mechanism
that has teeth. Th is will be the most controversial provision because sovereign
nations do not readily acce pt intrusions on to their soil, especially those based on
accusations by their political or ideological enemies. A practical MNT convention
enforcement would require voluntary inspectors stationed in each cou ntry, as with
the BWC, along with recourse to an effective governing body. As re cent events
show, even agreed-upon areas like biological weapons monitoring and destruction
face failure with U.S. intransigence to signing on to a weak conventio n. It should

76. John R. Bolton, Remarks to the 5th Biological Weapon Convention RevCon Meeting (Nov.
19, 2001), available at http://www.state.gov/t/us/rm/janjuly/6231.htm.
77. Id.
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be apparent that the NPT system of appeals to the ICJ are ineffective at best and
dangerous when relied upon with a rapidly developing and easily concealed
technology like MNT. Indeed, when a governing body cannot compel jurisdiction
over com pliance, enfo rcement is no t even prese nt.
Based on these criteria, it is difficult to believe that any such convention
could be crafted in today’s political environment. Even if the United Nations were
capable of sponsoring such a convention, the United States would likely be an
obvious hold-out, just as it has resisted conventions like the CWC, BW C, and
Land Mine conventions because of concerns about sovereignty and espionage.
The only possible application for an international MNT control conventio n would
be a monitoring body that could alert other nations of noncomplying MNT use.
Absent a sea change in international law and cooperation, that monitoring
function would be all that could be expected in practice, leaving the enforcement
to unilateral or co alition action b y interested natio ns. Any conv entions wou ld be
powerless to stop the rogue nation or faction that can develop and release a lethal
nanode vice in secrec y.

2. National Level Regulation Mechanisms
Without an internatio nal convention to control the proliferation of MNT,
nations can regulate the development of MNT within their own borders more
effectively. The United States can control the development of technolog y in three
different ways: regulation of interstate commerce, regulation of exports, and
regulation of medical and consumer products. Also, the federal go vernment p lays
an enormo usly influential role in technology development by deciding what areas
to fund and what restrictions and incentive s are tied to that fun ding.
Though not often used for the regulation of technological matters, Congre ss
has the autho rity to regulate interstate commerce.78 This broad power has ebbed
and flowed based on judicial review, but it has recently been interpreted to allow
the regulation o f channels of commerce, instrumentalities of commerce, and
regulation of activities bearing a substantial rela tionship to interstate commerce.79
After Lopez, the standards for regulating a ctivities that are no t specifically
“commerce” are stricter and no longer construed to reac h everything tha t could
be connected with commerce, as earlier Supreme Court jurisprudence allowed.80
Still, Congress has recently ap proache d “nonec onomic” subjects lik e human
cloning with the 2001 Human Cloning P rohibition A ct. 81 This act attem pts to
prohibit any human cloning activities th at result in interstate commerce, seeking
a ban on a technology that is at a very early stage of development, but is
controversial enough to motivate the House to act. Though the Act has been

78. U.S. CONST . art I § 8, cl. 3.
79. United States v. Lopez, 514 U.S. 549, 5 58 (1995).
80. See Katzenbach v. McClung, 379 U.S. 294 (1964); Heart of Atlanta v. United States, 379
U.S. 241 (1964).
81. H.R. 2505(a) 107t h Cong. (2001).
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criticized for its vagueness in defining a human embryo for the purposes of
research, the mechan isms provid ed by the A ct could be a model for structuring a
regulation of MNT within U.S. jurisdiction by restraining unauthorized
experimentation and research and deve lopment o n potentially eq ually controversial technolog y. The efficacy of the C ongression al response to human c loning will
need to be evaluated if the resolution p asses and is he ld to be constitutional—F irst
Amendment challenges claiming a right to free speech through scientific research
are likely. Nonetheless, it provides a national mechanism for at least theoretically
controlling MNT distribution.
Article I of the Constitution also provides for Congressional power over
commerce with foreign natio ns and thus co ntrol over ex ports from within the
United States. 82 Most relevant to con trol of sensitive technology export is the
International Trade in Arms Re gulations (IT AR) Ac t.83 Congress delegated to the
President the power to control the import and export of certain defense items
under the Arms Control Export Act (ACEA). 84 The ACEA authorizes the
President to create a list, the United States Munitions L ist, of items subje ct to
export and import restrictions. 85 Included in this list, among items like tanks,
missiles, and armaments, are encrypting devices, software, and source code.86 This
last category caused significant controversy, as well as providing a mechanism for
the control of the proliferation of M NT beyo nd the United States.
Under ITAR, the Secretary of State determines whether an item is within the
scope of the Munitions List. If the Departm ent of State de termined the item to be
within the sco pe o f the Munitions List, that item cann ot be exp orted witho ut a
license. If an item is on the Munitions List, that means that exporters and
manufacturers of that item must re gister with the government as arms dealers or
manufacturers. 87
That encryption devices and software are considered to be within the amb it
of the Munitions List and subject to ITAR restrictions was justified on the b asis
that encryp tion products could be used by enemy forces or terrorists to conceal
information that could not be accessed by the U.S. military or National S ecurity
Agency. 88 The United S tates has promulgated further rest rictions on superco mputers to designated nations like China, Syria, and Libya, which is consistent with its
determinations on encryption devices. Therefore, placing MNT technology on the
Munitions List would be reasonable because of the potentially catastrophic misuse
of the technology by enemy states. This me chanism m ight be mor e effective in
accomplishing control of MNT than regulation of interstate commerce be cause

82. U.S. CONST . art I, § 8, cl. 3.
83. Ryan Allan Murr, Comment, Privacy and Encryption in Cyberspace: First Amendment
Challenges to ITAR, EAR and Their Successors, 34 SAN DIEGO L. REV . 1401, 1415 (1997 ).
84. Id.
85. Id.
86. Id.
87. Id. at 1416.
88. Id. at 1411.
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it serves the interests of the United States more to prohibit the export of MNT
than to suppress its development complete ly. An export control regime coupled
with a national incentive progra m would a llow the deve lopment o f MNT while
preventi ng its international distribution, much as encryption technology developed
within the Unite d States.
Unfortuna tely, the portable nature of MNT and the increasingly porous
international borders will probably not allow the suppressio n of nanotec hnology.
It has been generally acknowled ged that exp ort controls h ave done little to
prevent the proliferation of strong encryption when it can be easily stored on a
disk and transported worldwide or over the Internet.89 In addition, ITAR
restrictions may have im peded encryption re search in the U nited States, wh ile
competing nations, unrestrained by such restrictions, developed and implemented
strong encryption without the predicted criminal implementation of the same
technolog y.90
A more reas onable ap proach to regulating MNT on a national level without
an objective o f outright supp ression wou ld be to implement a product regulatory
mechanism like the Food and Drug Administration. 91 Proponents of legal
approaches to managin g nanotech nology, like G len Reyn olds, have discussed
regulating medical applications of nanotechnology as drugs or devices under the
Federal Food, D rug, and C osmetic Ac t.92 Though the details of whether
nanodevices would be regulated as “drugs” or “d evices” are uncertain, there is
merit to regulating MNT applications as consumer products when they are used
for medical ap plications. Ind eed, as G len Reynold s points out, the early stages of
MNT will be marked by jumps and starts down different paths, and some
applications, like medical “devices,” will require enhanced oversight and
consideration.93 By vestin g power over the regulation of nanodevices in a body

89. See generally BRUCE SCHNEIER & DAVID BANISAR, THE ELECTRONIC PRIVACY PAPERS
(1994).
90. BRUCE SCHNEIER, APPLIED CRYPTOGRAPHY 801 (1997).
91. Fiedler & Reynolds, supra note 6, at 607.
92. Id. at 607–08. The Federal Food, Drug, and Cosmetic Act defines “dru g” as:
( A) articles recog nized in the offic ial Unite d Stat es Ph armac opeia , officia l Hom oeop athic Pharmacopo eia
of the United States, or official National Formulary, or any supplement to any of them; and (B) articles
intended for use in the diagnosis, cure, mitigation, treatment, or prevention of disease in man or other
animals; and (C) articles (other than food) intended to affect the structure or any function of the body of
man or other animals; and (D) articles intended for use as a component of any article specified in clause
(A), (B), or (C). . . .
Furthermore, the term “device” . . . means an instrument, apparatus, implement, machine,
contrivance, implant, in vitro reagent, or other similar or related article, including any comp onent, part,
or access ory, which is (1)recognized in the official National Formulary, or the United States Pharmaco peia, or any supplement
to them,
(2)intended for use in the dia gnosis of dise ase o r other cond itions, o r in the cure, mitigation, treatme nt,
or prevention of d isease, in man o r other animals, or
(3)intended to affect the structure or any function of the body of man or other animals, and which does
not achieve its primary intended purposes through chemical action within or on the body of man or other
animals and which is not dependent upon being metabolized for the achievement of any of its principal

21 U.S.C. 321(g)(1) (1988).
93. Fiedler & Reynolds, supra note 6, at 607–09.
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analogous to the Food and Drug Administration, the federal government could
exercise more control over the development and production of medical and
consumer applications of MNT. It is exactly this class of na nodevice s that should
be directed b y some regu latory oversight, co nsidering the risk that a poor ly
defined and developed nanosystem could pose to the human body once released.
Nanosystems working as pharmaceutical products could have the toxicity of
conventional drugs coupled with the self-replicating power of a “living”
organism.94
The advantages include universal interaction with manufacturers and
researchers who seek approval for MNT applications, a standardized mechanism
for how appropriate research in MNT would be conducted, and follow-up on how
MNT applications perform in the market. In addition, an administrative agency
would be accountable to judicial review and public comment, as well as
transparen cy of its condu ct.
The negatives of controlling MNT devices through a federal regulatory body
include the traditional lam ents of the bure aucratic age ncy: lack of effic iency,
duplication of effort, and sub jection to C ongression al and judic ial requirem ents
in enacting regulations. In addition, the FDA primarily regulates consumer
products. While FDA regulation might be useful as MNT applications proliferate,
the initial research and development poses many risks which cannot be accounted
for or controlled by the FD A, risks that are just as great as end-use applications.
Some proposals for handling this interim research are discussed below. When
MNT is involved, perhaps a more secretive operation might be neede d to maintain
control over the pr oliferation of the technolog y. As discussed later, perhaps a
secret application and protocol for testing and rese arch could be comb ined with
a “need to know” review of MNT applic ations. This w ould involv e a drama tic
departure from the traditional model of administrative law but might be warranted
for regulating m olecular na notechno logy.
As in the case of inter national control conventions, MNT creates new
contingencies and dangers that traditional models of government regulation are
not equipped to address. While Congressional powers ex ist to regulate MNT in
a traditional manner, the intellectual property aspect of MNT makes any tan gible
controls subject to ev asion as the intan gible aspec t of M NT develops. Export
controls will be of little assistance when the “source code” for a nanodevice can
be transmitted anywhere worldwide instantaneously to a “universal assem bler.”
Likewise, control of MNT through administrative agencies like the FDA provides
a framework for how MNT could be approached from a definitional perspective,
but administrative agencies do not currently have the capabilities to suppress the
dangerous possibilities of un restrained M NT. T he analysis makes clear that
current governmental powers are inadequate to ensure secure, confidential, and
effective regulation of MN T applications.

94. Id.
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B. Risk Management for Molecular Nanotechnology
After considering how prohibitory and strict regulatory mechanisms might
work for MNT, it is clear that there may be other mechanisms that can be use d to
control the develo pment of M NT tha t actually encourage growth and use of the
technology without forcing it into predefined control regimes. In some cases, the
futurists who push nanotechnology have done too good a job—their fantastic
predictio ns for what M NT co uld conce ivably do ar e taken by its “anti-futur ist”
critics and warped in to doomsday scenarios unlikely to ever take place.95 Skeptics
of the technolo gy who pre dict runawa y machines c onverting the world into “grey
goo” sometimes forget about the limitations that all self-replicating “machines”
in nature face. Bacteria cannot double in number indefinitely, and so MNT
nanodevices will not be able to propagate ad infinitum.
Nonetheless, prudent technology management calls for an assessment of the
risks that new technologies p resent a nd how these risks can be understood,
controlled, and mitigated. There are two competin g viewpoin ts that domina te the
nanotechnology debate today—the Foresight Institute guidelines and the
environmentalist-advocated “precautionary principle.” Each approaches MNT
from a cautious perspective, but the former advocates controlled development by
using certain safeguards and limitations, while the latter seeks to eliminate all risk
in develop ing MN T, if MN T is deve loped at a ll.
The Foresight Institute was created by K. Eric Drexler and other MNT
futurist proponents to educate the scientific and public communities about the
background, possibilities, po tentials, and risks o f the new techno logy. 96 The
Foresight Guideline s are princip les that were pr oposed to manage MNT risks in
the face of pernicious nanosystem development and release. The Guidelines are
primarily divided into two lists— Development Principles and Specific Design
Guidelines. The guidelines are directed at preventing the release o f selfreplicating, “intelligent” nanosystems into the wild where they can cause
catastroph ic damage to people and the environment. Less malignant applications
need not be subjected to such controls, though the design principles will be useful
additions to any consumer products that are developed.

1. The Foresight Guidelines
The Development Principles focus on the characteristics that mature,
controlled MNT should incorporate. Some of the more important principles are:
(1) uncon trolled replic ation in the natural environment must not be allowed; (2)
evolution of comp lex self-manufac tured devices is discouraged; (3) developers
should consider the environmental consequences of the technology and limit the
consequences to intended effects; (4) industry self-regulation should be

95. George J. Annas, The Man on the Moon, Immortality, and Other Millennial Myths: The
Prospects and Perils of Human Genetic Engineering, 49 EMORY L.J. 753, 778 fn. 86 (2000).
96. See supra note 25.
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encouraged with economic incentives when possible; and (5) distribution of MNT
development capabilities must be restricted to those who agree to the Guidelines
(while no restrictions on end products of development process need apply). 97
The Specific Design Guidelines incorporate some novel communications
theory principles to prevent error transm ission in replication , along with
technological principles to limit the autono my and po wer of self-repli cating
nanodevices. For exam ple, the Spe cific Design Guidelines call for (1) encrypted
design blueprints that are scrambled upon error to prevent error transmission; (2)
audit trails generated upon replication; (3) built-in safety mechanisms such as
artificial fuel sources not found in nature, outside broadcast-transmissiondependent replication, and programm ed terminatio n dates built into the selfreplicating units; and (4) syste matic security m easures to av oid unplanned
distribution of design and technical cap abilities.98
These design guidelines represent the most comprehensive risk assessment
generated for MN T. By considering solutions to replication error, uncontrolled
“wild” replication, and leakage of development technology to unauthorized actors,
the Guidelines promote sound development a nd security featu res foremo st in
MNT propagation. Many of the features duplicate the goals of the aforementioned
Nuclear Non-Proliferation Treaty, in preventing access of the development
technolo gy by actors who have not agreed to the Guidelines while encouraging
the peace ful and safe use of the end p roducts b y the entire world commun ity.
The Foresight Guidelines have been criticized for being “naïve for relying on
an honor system”99 that often breaks down under competitive national and
econom ic pressures. Environmentalists fear that the Guidelines tip the balance
towards unrestricted development and lack any real enforcement mechanism for
preventing a release of “nonconforming” nanodevices into the environm ent. 100 In
addition, environme ntalists are skeptical of the Foresight Institute’s reliance on
“risk management science,” wh ich is often criticized for providing a false sense
of rigor or objectivity that in many cases fails to prevent harm to people or the
environm ent. 101

2. Precautionary Principle
In response to the Foresight Institute’s guidelines, environmentalist critics of
MNT development look instead to the “precautionary principle” as a mechanism
to control the dangers o f unrestrained nanotechn ology dev elopmen t.102 The
precautionary principle is , at its simplest, a bu rden-shifting ap proach to
technological development. It calls for precaution in the face of any actions that

97. Id.
98. Id.
99. Lin-Easton, supra note 8, at 131–32.
100. Id. at 132.
101. Id.
102. Id. at 120–22.
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may affect peop le or the environment, despite what the science may say, or be
unable to say, about the risks of the technology in question.103 The precautionary
principle has been incorporated into several international treaties, including the
Framework Convention on Climate Control104 and the K yoto Pro tocol, 105 and
generally includes some or all of the following compone nts: (1) propon ents of a
potentially hazardous technology have the burden of showing that the technology
will not harm hu mans or the environme nt; (2) a full evaluation of the alternatives
available, including serious consideration of no action at all as an alternative; (3)
taking anticipato ry action to avoid potential threats; and (4) an open and
democratic dec ision-making process. 106
In its most reason able incarnatio n, the precautionary principle is a more
conservative formulation of risk management, by placing the burden on the
proponent of the technology to examine the consequences of that technolog y,
exploring the alternatives in developing the technology, and possibly not pursuing
the technology. In that light, the precautionary principle seems relatively tame and
prudent in the face of the catastrophic potential of MNT if developed unchecked.
Unfortuna tely, the actual presentation of the precautionary principle usually takes
the form of calls for outright bans on any potentially dangero us technologies,
meaning that if the technology poses a risk at all, it is too dangerous to pursue.107
Propo nents of the precautionary principle often stress a more radical version of
the components, based on their viewpoint that tech nology often presents
unanticipated risks that are not e valuated b efore gene ral release.108 Viewed
through this lens, MN T will certainly p resent risks too large to allow under an
applicati on of the precautionary principle, and will likely result in calls to ban
development of the techno logy. 109 The Foresight Guidelines will be too weak a
restraint on the danger to humans and the environment that MNT will pose.110
Though advocates of the precautionary pr inciple often a dvocate e xtreme antitechnology positions, their p ublic influence is not inconsiderable.111 Their
presence in academ ic debates a nd on intern ational science panels presents a
formidab le counterweight to risk management approaches to developing MNT.
The precautio nary principle does not provide many helpful guidelines for
approaching MNT beyond outright prohibition. By placing the burden on the
proponents of the techno logy to prov e no harm to humans o r the envir onment,

103. Id.
104. United Nations Framework Convention on Climate Change, available at
http://unfccc.int/resource/docs/convkp/conveng.pdf (Last visited May 13, 2004).
105. Kyoto Protocol to the United Nations Framework Convention on Climate Ch ange,
available at http://unfccc.int/resource/docs/convkp/kpeng.pdf (Last visited May 13, 2004).
106. Id. at 121–22.
107. Ronald Bailey, Precautionary Tale, REASON, Apr. 1999, at 36–41.
108. Id.
109. Lin-Easton, supra note 8, at 124.
110. Id. at 129.
111. Bailey, supra note 106, at 36-37.
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advocates of the principle seek proof of a negative. This goes beyond normal
hypothesis testing or risk assessment methodology and in a politicized environment presents a losing battle for proponents. In hindsight, if the principle had been
invoked for any major technology, one cannot imagine any that would have
passed the test—fire, steam power, pharmaceuticals and industrial chemicals,
plastics, the automobile, and the Internet. By aiming such a blunt tool at MNT,
not only would the technology be “relinquished,” in the parlance of Bill Joy, but
any other future products and benefits from advanced technologies would fall to
a ban. Any honest risk assessment produces nonzero risks, and when unce rtain
and novel technologies like biotechnology and nanotechnology fall within the
purview of the precautionary principle, press releases and inflammatory web sites
make hay with fantastic headlines.

C. MNT Development Mechanisms, Standards, and Controls
Another perspectiv e that is seldom considere d in the literature is h ow to
encourage the development of molecular nanotechnology in its formative stages.
Futurists and critics focus on the e ndless pos sibilities and de vastating pitfalls of
a mature M NT so ciety, but the roa d to this future is far from certain given current
capabilities. While risk management techniques like the Foresight Guidelines
provide helpful design specifications that should be incorpo rated into MN T, these
blueprints are little more than abstract maps to guide the process, rather than
specifying the product itself. Technology critics quickly point out that current
capabilities are limited to etching silicon structures at about 0.05 µm, so atomspecific placement is probably decades away. Though biotechnology and
chemistry development pathways offer a different creation mechanism, they too
face daunting ob stacles in bringing even the most rudimentary MNT applications
into reality. 112
Given this enormous gap in the potential that Drexler imagines and the
promising steps in 2002, perhaps scientists should focus more on encouraging
development of MN T rather th an proscribing develo pment limits a priori.
Nonetheless, with an eye on managed control of the technology, there are current
mechanisms that could be adapted for prom oting MN T while limiting its
dangerous potentials. Some of these pathways include economic incentives such
as patent-like grants and developm ent prizes; governmental controls like research
partnerships and nationalizatio n; and man datory con trols like disabler technologies, “defense shields,” and blueprint “escro w” plans.
Under the U.S. federal system, Congre ss has the power to g rant patent righ ts
to inventions for “lim ited times.” 113 The general purposes of the patent system are
to encourage the develop ment of techn ology by rew arding inven tors with
exclusive rights for a limited period of time, currently 20 years under U.S. law.114

112. Whitesides, supra note 21, at 79.
113. U.S. CONST . art. I, § 8, cl. 8.
114. See Bonito Boats, Inc. v. Thunder Craft Boats, Inc., 48 9 U.S. 141, 146 (1989 ).

SPRING 2004

21

Wejnert
Patent systems worldwide generally provide a quid pro quo exchange of exclusive
rights for an enab ling disclosure of how to m ake and us e the invention that the
patent application describes. 115 As a consequence, the inventor’s technology
becomes a publicly acc essible record for others to view. When the limited grant
expires, the technology becomes p art of the pub lic domain a nd may be freely
used. From a darker perspective, infringers locally or abroad are given notice of
the invention and may attemp t to produce the invention, alb eit possibly illegally.
This trade-off dete rs many inven tors and co rporation s from app lying for patent
rights, opting instead for developing the technology under a trade secret regime.
Nonetheless, most agree that pa tent systems on th e whole encourage innovation,
especially for risky and unproven technologies. 116 If the risk-adjusted investment
return on a techno logy is potentially low, an inventor will rationally pursue
development only with some guarantees o f protection d uring the exploitation
phase. Patent systems provide this incentive.
Not all inventions may be protected by patent grants, though. Under U.S. law,
the Commissioner of Patents may withhold issuance of a patent for an invention
which he determines to be detrimental to national sec urity. 117 The patent
application will be kept sec ret for a period of one year, renewable upon
expiration.118 In addition, d uring period s of national em ergency, a secrecy order
issued may remain in effect during the duration of hostilities and one year after
cessation of hostilities.119
Secrecy orders ca rry a penalty of ab andonm ent of the inventio n if there is
unauthorized disclosure during the period of the secrecy order.120 As an equita ble
measure, U.S. patent law provides for nominal compensation during a secrecy
order period, and the government may use the invention consequ ently. 121 Secrecy
orders are not used as frequently in patent office prosecution as in the past and
generally deal with inventions relating to nuclear weapons systems. 122 In addition,
the U.S. Patent Office does not grant patents on human clones as a policy matter,
indicating that for issues whic h pose significa nt ethical o r social implications,
technology controls will be implemented.123
Since patent applic ations are published either upon issue of the granted
patent, or 18 months after the filing date,124 any patents issued for MNT devices
and methods w ould bec ome pub lic knowled ge within a shor t time fra me . The
United States, along with most other countries that have secret patent orde rs,
could maintain con trol over pa tents issued for MNT , but that would probab ly
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discourage filing. MNT applications would be much more profitable to develop
than nuclear weap ons systems o r high energy las ers, which are currently
nonpaten table or subject to secrecy orders, so to encourage innovation the Patent
Office would need a modified procedure for granting patents for nanodevices and
methods. Howev er, if there is an inven tion that may be deemed detrime ntal to
national security, surely MNT will fall under this designation. Military planners
already recognize MNT application s as crucial to the superio rity of U.S. forces
and would quickly move to have MNT ap plications deemed secret and possibly
unpatentable.125
Despite the policy goal of supplying invention information to the public
domain, Congress has the power to modify the Patent Act to grant “unpublished”
patents, which would be a hybrid of secrecy order and confidential prosecution
of patents. Som e other cou ntries, like Germ any, used to issue “secret” patents that
granted limited rights to the inventor but were not available for public viewin g
during a defined period.126 MNT inventions could be promoted and still controlled
by allowing for confidential and secret applications reviewed by a select group
within the Patent and Trademark Office and granted secrecy—not as a detriment
to the applicant, but as an incentive in the face of the aforeme ntioned po ssibility
of an unpaten table technology holding. The secret patent could then come under
the purview of the Department of Defense or other administrative agency
specialized for the purpose of regulating MNT. As mentioned earlier, an
administrative agency on its own would have little competence to control the
development and proliferation of MNT, but, coupled with the force of administrative secrecy, m ight be effective.
As for how such a secret pate nt might be en forced, there would be conflicts
with the current system, which p rovides no tice of infringem ent of a valid patent.
Granted patents are p ublic recor d, so an infr inger has constr uctive notice o f a
valid patent upo n issue of the pa tent. Secret pa tents would b y default be
unpublished, so questions of fairness and due process would arise when
infringement of a secret M NT p atent is alleged. Suc h questions w ould need to be
addressed in a future regulatory regime that promotes MNT development but also
seeks supp ression of and control ov er unauthor ized deve lopment.
Another interesting economic incentive for MNT developmen t, either outside
of or as an added inducement to patent grants, would be the encouragement of
national competitions and prizes for MNT ap plication development. Richard
Feynman spoke of us ing prizes in his now-famo us talk, “Ther e’s Plenty of Room
at the Bottom,” delivered to the American Physical Society in 1959.127 He
imagined $1,000 prizes for creating micron-scale motors and machines and
successively larger prizes for larger accomp lishments. 128 Analogous to this initial
nanotechnology “dare” is Carl Zubrin’s promotion of a Mars expeditionary
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mission, in which he calls for establishment of a “Mars prize” sponsored by the
government to spur innovation and accomplishment of certain key goals in a
manned mission to Mars. 129 Zubrin emphasized the economy and ingenuity of
asking private entrepreneurs to develop technology when there own money is at
stake, spurred on by the monetary as well as marketing incentives of accomplishing the objectives. 130 As Zubrin n oted, Cha rles Limburgh set o ff to cross the
Atlantic encouraged by a governm ent-sponso red prize to do so. Explorers in the
past set sail for unknown lands on the promise of state-sanctioned prizes and
grants. Zubrin propo sed successive stages of deve lopment to reaching M ars, in
increasing complex ity and increasin g value of the p rize. Funda mental steps to
landing a private ma nned missio n to Mar s include pla cing an imag ing mission in
Mars orbit, a robotic lander on Mars, and a long-term life support system in space,
all with certain strict conditions. Though costly to attain, these accomplished
challenges would be met with equally impressive prizes, on the order of $500
million to $1 billion. Another advantage of sponsoring such prizes is that desired
protoco ls and standards can be imposed as a condition for winning. The
government could specify that later stages of MNT development must conform
to the Fore sight Guide lines or variatio ns thereof.
A similar nanote chnology c hallenge pro gram cou ld be crea ted to spur private
development of key MNT steps. For example, some fundamental steps to creating
self-replicating nanosystems would be Br ownian asse mbly of med ium-scale
materials, me chanosynth etic assemb ly of small building blocks, first generation
solution-based systems, and creation of complex diamond-like materials in an
inert environme nt. 131 More advanced challenges would be to create simp le
manipulators and sorting and orde ring molecules. 132 Notice that even these more
advanced stages are still decades away from self-replicating super-machines that
threaten to churn the w orld into grey goo. Ye t they represen t Drexler’s b asic
vision for MN T deve lopment as an optimistic scenario. By providing generous
prizes for meeting these steps, a mature MNT might be accomplishable in the
private sector without enormous government funding. Engineering companies like
IB M , Xerox, or perhaps biotechnology companies like Monsanto or chemical
companies like Dow Chemica ls will have the fund ing to pursue such a compe tition, though if the histor y of innovative technolog y is any guide, ear ly M NT
applications will come from sp in-off ventures from these corporate gian ts.133
Economic incentiv es like priz e s a nd c ompe titions w ill like ly spur M NT
develop ment, but these pathways lack the critical element of control over
development that is so emphatically stressed by both proponents and skeptics
alike. If concern about a dangerous release is of paramount concern, leaving the
development race open to any private v enture that seeks a commercial success
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will probab ly not satisfy this concern. T his option may be open only for a short
period in the early history o f MNT , as the initial useless, but essential building
blocks are established. A fter that point, whe n practical M NT d evices are w ithin
reach, other mec hanisms will nee d to be asserted. Some of these options include
joint governm ent ventures, w here private compan ies work in co operation with
each other or directly with the government as overseer and eventually controller
of the technology, or the outright exercise of eminent domain over the technology
as a last resort. Practical examples, like the approaches used by the national labs
(Lawrence Livermore, Sandia, and Los Alamos), exist for defining how a
successful collaboration with private entities can be accomplished to develop top
secret technolog ies in nuclear weapons development and aerospace. In addition,
as an intermediate step, the government can promote technological controls over
MNT development with extensions of the Foresight Specific Design Guidelines
discussed earlier.
Private-government cooperative ventures are increasingly promoted for
complex, uncertain, and capital-intensive technology development. In such fields
as alternative fuels, nuclear power, low-emission vehicles, aerospace, and
biotechno logy, governm ent funding an d incentives like access to exclusive
development rights have mad e dramatic advance s in otherwise un approa chable
technologies. The risk involved with some of these technologies is just too great,
in the eyes of many technology critics, to believe that private companies w ill
undertake the burden alone, w ithout some assurance of government assistance and
risk-sharing.134 Others disagree; they point to the excessive waste generated in the
development process of “governm ent darlings” and point out that the Jap anese
Ministry of International Trade and Industry (MITI) has not been very impressive
in picking and assisting “key” technologies. 135 Nonetheless, much as in space
exploration, if a mature MNT is desired within a reasonable time, then government assistance and direction will be required to coordinate the diverse fields that
will contribute to MNT.136 In addition, a cooperative private-government venture
will have the advantage of built-in government oversight and management of
nascent risks in the techno logy, rather than overseeing the technology after it has
been relea sed to the ge neral scientific and public com munity.
One option of last resort that has similar shortcomings to outright prohibition
is nationalizatio n of MN T either in its early stages or after MNT applications are
realizable. The U.S. government t ook this tack with nuclear weapons development, and early on with nuclear power research, until Eisenhower’s cooperative
nuclear research developm ent program, “Atom s for Peace,”was establish ed. 137
Nationalization of MNT would provide government control over the development, proliferation, and access to the technology. It would also allow more
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stringent standard-se tting and imp lementation of control an d security guidelines,
which both propon ents and critics a gree need s to be a component of mature MNT.
A major disadvantage of nationalization is that it likely will deter development if private companies view appropriation of their investment efforts as an
eventuality. Also, it is uncertain if nationalization of the technology will provide
the security that is needed to prevent p roliferation of M NT to unauthorized users.
Experience with the NPT reg ime has shown that determined and financially
motivated seekers of a technolog y will find motivated provider s of that techno logy. 138 Lastly, though the U.S. governm ent has the po wer to app ropriate p roperty,
both through Fifth Amendm ent “takings” 139 and potentially through the Patent Act
if that route were elected,140 it is highly uncertain that such a takeover would be
constitutionally sustained. Absent extraordinar y circumstances, such as war, the
governm ent’s only likely recourse is a regulatory process that subsumes MNT as
it is developed to prevent unauthorized transfers or exposures in the wild.
The government may have more success with setting standards for MNT
develop ment, rather than assuming direct control over development or application. As discussed above in reference to administrative regulatio n and joint p rivate
ventures, the federal governm ent has a role in coordinating activities and setting
guidelines for safe and se cure techno logy develo pment. A possible b eneficial role
for governm ent could b e in encouraging and perhaps even mandating the adoption
of variations of the Foresight Guidelines in MNT research and development. As
mentioned, the Foresight Guidelines provide a useful blueprint for the properties
a secure and controlled M NT should possess to avoid dire exposures and releases
of nanodevices into the natural enviro nment. Unless the Guidelines are incorporated along the development route, however, they may become afterthoughts when
a rogue applic ation is created unintentionally o r, more serio usly, intentionally.
Some further extension of the guidelines include “terminator” technologies, much
as in biotechnology, that will prevent uncontrolled replication in the wild.141 Also,
other mechanisms might be employed that would require a central governing
body, such as blueprint “escrow,” in which rep lication codes or “e nabling”
compo nents for M N T could be stored in a depository body and accessed upon
agreement to follow resp onsible pro tocols like the Guidelines. Such a mechanism
could work like the d epository institutio ns used by the Patent Office for
biotechnology and plant s amples, 142 though for MNT this would be for a much
different purpose—security, rather than verification.
The federal government may also be in a position to provide the resources
that more advanced applications of the Foresight Guidelines call for. Propo nents
of the Guide lines, such as R alph M erkle of Xerox, have advocated pre-emptive
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protoco ls in developing MNT as prere quisites to advanced experimentation.143
M erkle, along with Drexler and others at the Foresight Institute, has proposed
ideas like a “bioshield” around development laboratories to prevent releases, and
Drexler has advanced the idea of an automated defense shield composed of
programmed nanorob ots that would seek out and destroy dangerous and
uncontrolled replicators. 144 Such a co mplex und ertaking is best under taken by a
federal government body that can marshal the resources and has a greater stake
in safeguarding the public against the release of nanod evices. Much like the biosafe laborator ies that the Center for Disease Control maintains for biohazard
research and response, the government could establish national centers for MNT
development that conform to the proposed safeguards and not authorize research
at unqualified facilities. Such a mandate would be within congressional powers
as well as Exec utive Bran ch powe rs under the D epartmen t of Health and Human
Services, and there is ample precedent for setting up and maintaining such
protocols.
It is in this area that the government can have the greatest impact on MNT
development and security. With its experience in regulating nuclear energ y,
infectious disease research, and biotechnology, the federal government can
provide an organizing mechanism and set standards at complying facilities so that
secure MNT research and development can take place. The government can then
exert a substantial am ount of con trol without retar ding deve lopment. This may be
the best compromise to the bipolar options of outright control and suppression
versus unrestr ained priva te develop ment.

Molecular nanotechnology presents an unprecedented control over nature that
warrants extensive preparation for securing the technology against uncontrolled
releases into the environment. It has been said that nanotechnology presents the
first technology that has almost the same power to destroy the environm ent as it
does to restore and replenish it. 145 While futuristic scenarios of human immortality
and creation of any desired material seem other-worldly, just as nightmarish are
scenarios of super-pre dators in th e form of micron-sized killing machines or
rampant uncontrolled replication. Though neither scenario may come to pass, the
promise a nd dange r of MN T must be prepare d for app ropriately.
As experience with weapons-control conventions has shown, unexpected
leakage of prohibited technology and insufficient enforcement mechanisms lead
to failed control regimes. Such shortcomings must be addressed in any future
MNT control regimes. It is doubtful that 20th Century conventions, which attempt
to control easily detectible technologies like nuclear weapons facilities and
chemical weapons production plants and still fail, could regulate a technology like
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MNT, which could theoretically be implemented in a garage—and has been. 146 If
a rogue agent like Saddam Hussein disguised weapons plants as baby food
factories, how hard would it be fo r his successo r to hide a replic ator labor atory in
a restaurant kitchen?
Likewise, national-level control regimes provide more adequate enforcement
and control mechanisms, but the y fail to address the porosity o f today’s
international borders a nd the intangib le compo nent of M NT tha t is reprodu cible
worldwide at the click of a mouse and the switch of an Internet router. While the
Interstate Comm erce Claus e and exp ort restrictions like ITAR may restrain
American businesses fro m trafficking in unauthorized MNT, these mechanisms
will not preve nt industrial espio nage or tran snational de velopme nt.
From a different perspective, national states can influence the development
of MNT by providing econom ic incentives thro ugh patent syste ms and “p rizes.”
MNT will not spring to life overnight and may face some overwhelming obstacles
along the way. If a nation does not want to see this baby smothered in its cradle,
it may have to create governm ent-industry cooperative ventures and establish
national dev elopmen t centers that satisfy certain design and safety guidelines to
prevent unrestrained creation of nanodevices that pose m ore dang er than bene fit.
By implemen ting variatio ns and enha ncements o f the Foresigh t Guidelines , a
country may do m ore to influence the security and safe application of MNT than
it would by attem pting to pro hibit or nation alize the techno logy at some stage.
At this point it is debatable that any of the discussed mechanisms would be
of use for contro lling MN T app lications that c an replicate in the wild and
organize with distributed intelligence. While it may be tempting to propose an
outright “relinquishment” of any MNT as being too dangerous, that will not
happen. One potential prohibition that might allow development of MNT but
avoid some of the more drastic outcomes would be to prohibit self-replication of
devices. The Foresight G uidelines discuss in some detail the safeguards that
should be implemented to prevent uncontrolled replication of nanodevices in the
wild. Perhap s a pruden t measure wo uld be to restrict development of distributedintelligent devices that can control their own replication. Much like the control
rods used in nuclear reactors to moderate the reaction rate, perhaps an internationally imposed manufacturing control regime that limited the capacity of replicators
would prevent M NT “release” into the wild. However, given the weakness of
international co nventions tod ay, as discussed earlier, such co ntrol is laughab le.
Perhaps then the only strate gy is to not “encourage” MNT along any path, but
to subject it to an international deposit like that first suggested fo r atomic weapons
and energy. This was ultimately disregarded by U.S. policymakers, and historians
often ponder what effects this “depository” would have had. The unlikelihood of
this outcome, given historic U.S . distrust of international institutions, leaves one
to sigh in despa ir. Based on all of these impossible hopes for international
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cooperation, it seems then that the best approach will be a cooperative
government-industry initiative in which there can be open dialog and input from
many different technological and administrative bodies w ith some exp ertise in
managing technology. If this is the choice that allows MNT to develop in some
useful and not overregulated form, then it is better than a world of prohibition and
envy.
Technology is a form of information, and information is hard to “uninv ent.”
Despite daunting technological obstacles, some form of molecular nanotechnology will exist in the coming decades. Whether as a diamondoid-material
solution-phase system or a bioreactor-like factory, MNT eventually will produce
devices that answer Feynman’s call to reach th e bottom . Whethe r that future is
one plagued by roving nanoswarms devouring the environment, or a utopia of
endless abundance and freedom from disease, or merely a much better standard
of living than we experience no w depends on prudent planning and risk
management as MNT unfolds. We need not fear the future, but neither sho uld it
depend on a roll of the dice.

SPRING 2004

29

